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Blockchain technology has gained substantial attention 
in recent years with increased interest in several diverse 

fields, including the healthcare industry. Blockchain offers a 
secure, distributed database that can operate without a cen-
tral authority or administrator. Blockchain uses a distrib-
uted, peer-to-peer network to make a continuous, growing 
list of ordered records called blocks to form a digital ledger. 
Each transaction, represented in a cryptographically signed 
block, is then automatically validated by the network itself. 
Blockchain has also garnered interest as a platform to improve 
the authenticity and transparency of healthcare data through 
many use cases, from maintaining permissions in electronic 
health records (EHR) to streamlining claims processing. In 
this article, we describe the basics of blockchain and illustrate 
current and future applications of this technology within the 
healthcare industry.

Technical Background
Bitcoin, a cryptocurrency and payment system first introduced 
in 2008, is one of the most well-known implementations of 
blockchain.1 The transfer of digital assets, such as bitcoin, 
within a blockchain is initiated when a seller or payer submits 
a transaction (Figure [A]).2 These transactions are broadcasted 
to every peer connected to the blockchain network where cli-
ents, called miners, use a cryptographic algorithm to validate 
the transaction. This validation solves 2 key problems that pre-
viously existed with digital currency exchange: ensuring that 
the digital asset exists and that it has not already been spent. A 
transaction is said to be valid if a miner deems it is well formed 
(the input and output contain only the fields that are defined 
in the protocol), and the outputs it attempts to transfer exist. 
Miners are not certified and can be anyone who volunteers to 
invest their resources. The incentive for miners comes in the 
form of the bitcoin, which are generated and rewarded to the 
miners for every block of transactions validated. The software 
required to mine is free to download and simple to run. Once 
a transaction is validated by a configurable number of clients, 
it is stored in a block, which contains the details of validated 
transactions, along with a time stamp and a cryptographic 
hash (a mathematically generated alphanumeric string) of the 
data. The block with the transaction information is added to 
the end of the blockchain, which is followed by the transfer of 

assets to the receiving party. The one-way, cryptographic hash 
is an important aspect of the blockchain because this value 
forms a distinct, digital signature that is unique to the current 
block of data and is created using the hash of the block pre-
ceding it (Figure [B]). Because every block is securely linked 
to the block preceding it using the hash, malicious changes 
are prevented from being made to the blockchain ledger. The 
immutability is a key property of blockchain.

This approach has several practical differences compared 
with traditional transaction processing. For example, when a 
credit card transaction is initiated, a merchant’s payment pro-
cessor verifies available funds, and after several days, funds 
are approved and transferred to the merchant. The goal of 
blockchain as a digital ledger is to remove these intermediar-
ies by establishing a digital trust that leads to more efficient 
transaction processing. In a blockchain environment, the 
network itself validates the transaction, secures the transac-
tion history, and allows for assets to be transferred directly 
between parties once digitally validated.

Blockchain Applications
The use of blockchain for decentralized data management 
holds potential for applications beyond financial services. An 
article published in the Harvard Business Review highlights 
several potential applications of blockchain, from the vali-
dation of artwork to verification of voting records.3 Because 
of this diverse interest, several companies, including IBM, 
Microsoft, Accenture, and others, have formed organizations 
to develop blockchain-based technology that can be adopted 
by industry partners.4 Several companies have started to build 
on this technology for use cases that include identity verifica-
tion, trade settlements, and supply chain management. This 
interest is largely driven by the prediction that the automa-
tion offered by blockchain-enabled software could save the 
financial service industry $15 to $20 billion annually within 
the next 5 years.5

Healthcare Applications of Blockchain
This interest and momentum has now extended to healthcare 
information technology. Realizing the potential relevance 
and importance of blockchain in health care, the Office of 
the National Coordinator for Health Information Technology, 
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in 2016, organized an ideation challenge for soliciting white 
papers on the potential use of blockchain in health care. This 
challenge resulted in several proposed healthcare applications 
for blockchain. While storing the entire health record within 
the blockchain could be envisioned as a use case for health 
care, several potential barriers to implementation have been 
identified, including concerns with privacy, compliance with 
regulatory requirements, and the technical barriers related 
to data storage and distribution. Because of this, most short-
term proposals have focused on data validation, auditing, and 
authorization.

One implementation example is Guardtime, a Netherland-
based data security firm, which partnered with the government 
of Estonia to create a blockchain-based framework to validate 
patient identities.6 All citizens were issued a smartcard, which 
links their EHR data with their blockchain-based identity. 
Any update in the EHR is assigned a hash and registered in 
the blockchain. This approach ensures that data within the 
EHR contains an immutable audit trail and that records can-
not be maliciously modified. The immutable, time-stamped 
data logs can also archive the state of information from exist-
ing healthcare databases. Any update in the healthcare data-
base, like appointment scheduling, is assigned a time stamp 
and cryptographically signed in a block. Given the recent 
attention to data integrity because of concerns about sched-
uling fraud at the Veterans’ Administration and the risk for 
data manipulation of implantable medical devices, such as 
pacemakers, such a system has several potential benefits to 
guarantee that any modifications to the healthcare record are 
secure and auditable.

A second EHR-related implementation is MedRec, a 
project started between MIT Media Lab and Beth Israel 
Deaconess Medical Center. This platform offers a decentral-
ized approach to managing permissions, authorization, and 
data sharing between healthcare systems.7 The use of block-
chain in this application is intended to give patients the ability 
to have agency over and knowledge of who can access their 
healthcare data. These permissions can be shared on a block-
chain to create a more automated approach to data sharing for 
clinical and research use, even though the actual healthcare 
data are not stored in the blockchain. While the permissions, 
data storage location, and audit logs are maintained in the 
blockchain, all healthcare information remains in EHR sys-
tems and requires additional software components to enable 
true interoperability.7 The MedRec project has been tested as a 
proof of concept with medication data, and the developers are 
looking to enhance the project’s scope by adding more data 
types, data contributors, and users. As shown by this proof of 
concept, biomedical and outcomes research may significantly 
benefit from the application of blockchain to provide rapid, 
secure access to longitudinal research data.

Unlike the use cases described to date, which have devel-
oped production software or proof-of-concept applications, 
most examples of blockchain remain in the concept stage. 
One such concept is supply chain management, where block-
chain could be used to streamline management and increase 
efficiency by creating a formal registry to track products and 
components through every step of the process. Within health 
care, software based on blockchain could be developed to 
ensure the transparency of components used to manufacture 

Figure. The execution of a transaction in 
blockchain (A) and the representation of a 
block in the blockchain (B).
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medications, track medication distribution, and ensure the 
authenticity of prescriptions. Some of these use cases have 
already seen commercial interest, particularly for compli-
ance with the Drug Supply Chain Security Act, which makes 
it necessary to provide lot-level product tracing and manu-
facturing history.8

Similar to processing trade settlements, blockchain has the 
potential to be used for the automated validation of claims, 
which may increase the efficiency and security of the process.9 
The software can store encrypted patient identifiers, health 
plan information, and provider claims within a blockchain 
that is shared by payers and providers. With this setup, near 
real-time automatic claims processing, eligibility verification, 
and preauthorization could become a reality. With appropriate 
permissions, researchers could also be given access to subsets 
of these data for use in biomedical research.

Technical Limitations of Blockchain
Several potential disadvantages exist compared with tradi-
tional data storage approaches, including potential issues 
with the distribution of personally identifiable healthcare 
data within a public ledger, scaling the blockchain, and the 
cost-effectiveness of implementation. First, while data within 
the blockchain can be deidentified and encrypted, distributed 
access to the entire data set does have the risk for potential 
compromise or reidentification. Second, the speed and scal-
ability of a completely distributed system would also need to 
be addressed because concerns have already arisen in smaller 
blockchain-based applications.10 Within a blockchain deploy-
ment, it is assumed that all blocks are stored on every client 
node within the system. As an illustration of this potential 
bottleneck, fully participating as a miner in the bitcoin net-
work requires user to download the entire bitcoin ledger, 
which totaled ≈101 gigabytes at the end of 2016. In addition, 
the maximum rate of transaction validation within the bitcoin 
network is ≈7 transactions per second, which could limit the 
throughput of large blockchain networks.10 The cost-effective-
ness of such a platform that holds significantly larger volumes 
of data has yet to be proven in production environments. The 
combined expenditures for hardware, implementation, and 
support will need to be assessed to determine whether a return 
on investment for this technology can be realized. Such bar-
riers make an argument that while blockchain has the ability 
to provide transparency and authenticity to data transactions, 
rapidly transitioning current healthcare IT systems to block-
chain-based technology may be difficult.

Conclusions
Blockchain technology offers a platform that could be used 
for many potential applications in health care. While in the 
early stages of design and development, many organizations 
have proposed solutions that have the potential to increase 
healthcare data transparency and operating efficiency. However, 
the scalability, security, and cost-effectiveness of blockchain 

technology will require further research prior to large-scale 
production deployments. The future of this technology in 
healthcare and other industries is still being written, and the 
applications in research and clinical care are not yet estab-
lished. Nevertheless, a distributed system that eliminates 
intermediaries has substantial potential to disrupt many cur-
rent processes in health care and research.
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